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Kestan Ltd is a limited liability company registered in Cyprus with registration number
HE175557. Our business address is office 401, 1% floor, 1 Archbishop Makarios Ill Avenue,
Lakatamia, 2324 Nicosia, Cyprus. It is a licenced accounting and auditing firm.

What is ‘personal data’

‘Personal data’ means any information relating to an identified or identifiable natural person
(‘data subject’); an identifiable natural person is one who can be identified, directly or indirectly,
in particular by reference to an identifier such as a name, an identification number, location
data, an online identifier or to one or more factors specific to the physical, physiological,
genetic, mental, economic, cultural or social identity of that natural person. It includes hard-
copy documents that are contained in a ‘relevant filing system’ (meaning a structured set of
personal data that can be searched by reference to certain criteria) and to data stored in
electronic or mechanical form that can be made legible by a machine.

Privacy policy

The purpose of this document is the explain and help you understand how how we collect and
use personal data from individuals, our clients, suppliers or others during the course of our
business. We will only use personal data for the purposes described in this privacy statement
or as stated at the point of collection. We regularly review this privacy statement and may
make changes at any time without giving notice.

Our lawful basis for processing
We rely on several lawful fundamentals of processing when we collect and use personal data
to operate our business and services to our clients. These include:

e Public interests — where the processing of data is necessary for providing certain
services to clients (e.g. statutory audit or filing tax returns) or for certain requirements
we are subject to.

e Legal obligations — in order to comply with the legal and regulatory obligations we are
subject to as a provider of regulated services and as a commercial business.

o Contract — in order to perform contractual obligations, we may have with an individual
or to take steps to enter into a contract with an individual.

o Consent — where an individual has freely given consent at the time their personal
data was provided to us.

e Legitimate interests — the legitimate interests can be ours, our clients or other third
parties (e.g. to provide our services, to develop or protect our business, or to keep
people informed about relevant products and services) and we always balance the
rights of individuals with ours’ and others’ legitimate interests.

Cookies

What is a Cookie

A cookie is a small piece of data or message that is sent from an organisation's web server to
your web browser and is then stored on your hard drive. Cookies can't read data off your hard
drive or cookie files created by other sites, and do not damage your system.

However, you can reset your browser so as to refuse any cookie or to alert you to when a
cookie is being sent. Web browsers allow you to control cookies stored on your hard drive
through the web browser settings. To find out more about cookies, including what cookies
have been set and how to manage and delete them, visit hitp://www.allaboutcookies.org. We
only use cookies to monitor the performance of our website and to improve user experience.
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If you choose not to accept our cookies, some of the features of our site may not work as well
as we intend.

How do we use your personal data?

We use your personal data to provide information to you or your organisation. We may also
use your personal data to carry out research about our visitors' demographics, interests and
behaviour. We do this to better understand our visitors. This research is compiled and
analysed on an aggregated and anonymous basis. When you give us personal data, those
data may be sent electronically to servers anywhere in the world and may be used, stored and
processed anywhere in the world. Whenever and wherever we collect, process or use
personal data, we take steps to ensure that it is treated securely and in accordance with our
privacy policy.

To whom might we disclose your personal data?

We will never pass on your data unless is it exclusively to anyone who needs the data in order
to fulfil your request for our services, or process any payment. We will not disclose your
personal information unless we are obliged to do so or allowed to do so, by law, or where we
need to do so in order to run our business. We do not use third parties to process our data.

Direct Marketing
You may at any time request us to stop using your personal data for direct marketing purposes.
If you wish to do this, please contact us.

Security

Unfortunately, no data transmission over the Internet or any other network can be guaranteed
as 100% secure, but we take appropriate steps to try to protect the security of your personal
data.

Client service activity

Corporate and Business clients (and individuals associated with them)

We only ask our clients to share personal data with us where it is necessary in order to provide
our services or other agreed purposes. We rely on our clients providing any necessary
information to the individuals whose data is shared with us regarding its use. Our clients may
use relevant sections of this privacy statement or refer data subjects to this privacy statement
if they consider it appropriate to do so.

In providing a range of services to our clients, we may need to process many categories of
personal data about individuals associated with them (such as employees, directors, senior
management, trustees, members and their beneficiaries, professional advisors, suppliers),
which could include personal identification and contact details, employment related
information or financial data.

Typically, we will collect personal data directly from our clients or from third parties acting on
their instructions (e.g. their suppliers, professional advisors or former service providers). We
use such personal data collected for the following purposes:

e Providing professional services: we offer many different services to our clients and

many of these services require us to process personal data in order to give advice and
deliver reports to our clients.
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e Managing our business: in order to run our business effectively we may need to
process personal data for multiple reasons, including managing our client
relationships, developing our business and services, hosting events, and to manage
and administer our website, IT systems and applications.

e Quality, risk and security management systems: to protect our information and our
clients’ information (including personal data), we use security measures that involve
detecting, investigating and resolving security threats. As a part of the security
monitoring we do personal data may be processed (e.g. automated scanning of emails
to identify threats). We monitor the services we provide to our clients for quality
purposes this may involve processing personal data held on the relevant client file. We
have policies and procedures in place for monitoring the quality of our services and
manage risks. As a part of our client take-on procedures we will process personal data
obtained from publicly available sources (e.g. sanctions list, criminal convictions
databases, and internet searches) to identify any risks relating to organisations and
associated individuals that may prevent us from working with a client or providing a
particular service.

e Providing information about our services: unless we are asked not to, we may use
business contact details to provide information about us, our services and activities,
including events that may be of interest.

o« Complying with legal, regulatory or professional obligations: as a regulated
business, we are subject to various legal, regulatory and professional obligations that
may require us to keep records which may contain personal data.

We retain the personal data processed by us for as long as is considered necessary for the
purpose for which it was collected (including as required by applicable law or regulation). In
the absence of specific legal, regulatory or contractual requirements, our baseline retention
period for records and other documentary evidence created in the provision of services is 7
years.

Personal clients

We only ask our clients to share personal data with us where it is necessary in order to provide
our services or other agreed purposes. We rely on our clients providing the required
information to the other affected individuals regarding its use (e.g. family members). In
providing a range of services to personal clients, we process many categories of personal data
as appropriate for the type of service including personal identification and contact details,
business activities, family information and financial data (e.g. income, taxation, financial
interests and investments).

When required by law or with an individuals’ explicit consent for certain services we may need
to process special categories of personal data (defined as race or ethnic origin, political
opinions, religious or philosophical beliefs, trade union membership, physical or mental health,
genetic data, biometric data, sex life or sexual orientation) and criminal records. Typically, we
will collect personal data directly from our clients or from third parties acting on their
instructions (e.g. their professional advisors or former service providers).

We use such personal data collected for the following purposes:

o Providing professional services: we offer many different services to our clients and
many of these services require us to process personal data in order to give advice and
deliver reports to our clients.
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e Managing our business: in order to run our business effectively we may need to
process personal data for multiple reasons, including managing our client
relationships, developing our business and services, hosting events, and to manage
and administer our website, IT systems and applications.

e Quality, risk and security management systems: to protect our information and our
clients’ information (including personal data), we use security measures that involve
detecting, investigating and resolving security threats. As a part of the security
monitoring we do personal data may be processed (e.g. automated scanning of emails
to identify threats). We monitor the services we provide to our clients for quality
purposes this may involve processing personal data held on the relevant client file. We
have policies and procedures in place for monitoring the quality of our services and
manage risks. As a part of our client take-on procedures we will process personal data
obtained from publicly available sources (e.g. sanctions list, criminal convictions
databases, and internet searches) to identify any risks relating to organisations and
associated individuals that may prevent us from working with a client or providing a
particular service.

e Providing information about our services: we may use contact details to provide
information about us, our services and activities, including events that may be of
interest.

e Complying with legal, regulatory or professional obligations: as a regulated
business, we are subject to various legal, regulatory and professional obligations that
may require us to keep records which may contain personal data.

We retain the personal data processed by us for as long as is considered necessary for the
purpose for which it was collected (including as required by applicable law or regulation). In
the absence of specific legal, regulatory or contractual requirements, our baseline retention
period for records and other documentary evidence created in the provision of services is 7
years.

Suppliers

Suppliers (and individuals associated with our suppliers)

We only process personal data about our suppliers (this includes subcontractors and any
individuals associated with them) where it is necessary for us to receive goods and services,
contract, manage our relationship and help provide services to our clients (where relevant).
Typically, we will collect personal data directly from our suppliers but sometimes from third
parties as a part of due diligence.

We use personal data in these circumstances for the following purposes:

e Providing professional services: where a supplier helps us to deliver services to our
clients, we process the personal data of its people involved to help manage our
relationship and to deliver those services to our clients.

e Managing our business: in order to run our business effectively we may need to
process personal data for multiple reasons, including managing our client
relationships, developing our business and services, hosting events, and to manage
and administer our website, IT systems and applications.

e Quality, risk and security management systems: to protect our information and our
clients’ information (including personal data), we use security measures that involve
detecting, investigating and resolving security threats. As a part of the security
monitoring we do personal data may be processed (e.g. automated scanning of emails
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to identify threats). We monitor the services we provide to our clients for quality
purposes this may involve processing personal data held on the relevant client file. We
have policies and procedures in place for monitoring the quality of our services and
manage risks. As a part of our client take-on procedures we will process personal data
obtained from publicly available sources (e.g. sanctions list, criminal convictions
databases, and internet searches) to identify any risks relating to organisations and
associated individuals that may prevent us from working with a client or providing a
particular service.

e Providing information about our services: we may use business contact details to
provide information about us, our services and activities, including events that may be
of interest.

¢ Receiving services: we process personal data in relation to our suppliers and their
staff necessary to receive the services.

o Complying with legal, regulatory or professional obligations: as a regulated
business, we are subject to various legal, regulatory and professional obligations that
may require us to keep records which may contain personal data.

We retain the personal data processed by us for as long as is considered necessary for the
purpose for which it was collected (including as required by applicable law or
regulation). Personal data may be held for longer periods where extended retention periods
are required by law or regulation and in order to establish, exercise or defend our legal rights.

Business contacts

Client or prospective client contacts

We process personal data about contacts, these are existing clients, prospective clients and
individuals connected with them. This personal data will usually include name, employer
identity, job title and business contact details. Typically, we will collect the personal data
directly from the individuals themselves or from public sources such as public registers, social
media and professional networking sites, news articles and internet searches. Such personal
data will be accessible to our people and used for the following purposes:

o Developing, managing and administering our business
e Providing information about us and the services we provide
o |dentifying the business needs of our clients or prospective clients

Unless we have the consent of the individual we do not sell or otherwise release any personal
data collected for purposes above. Personal data will be retained for as long as it is necessary
for the above purposes.

Visitors and others

Website

Visitors to our website are usually in control of the personal data shared with us. We may
automatically collect a limited amount of personal data about visitors to our website by using
cookies.

We would not expect to receive any sensitive personal data from any enquiry made using our
website, such as race or ethnic origin, political opinions, religious or philosophical beliefs, trade
union membership, physical or mental health, genetic data, biometric data, sex life or sexual
orientation, or criminal records. If you choose to provide such sensitive data, you are giving
your explicit consent for us to process it for reasons you are choosing to provide it. Where you
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do provide personal data to us, we will only use it for the stated purpose at collection or any
purpose obvious in the circumstances of the collection, e.g.:

e registering to use parts of the website

e subscribing to newsletters, blogs, events invites or other direct marketing

e registering to attend an event

e making an enquiry

e entering a discussion forum

e requesting a document such as reports
We will indicate where it is necessary for you to provide information or where it is voluntary to
enable us to handle your request. We usually only ask for extra information, so we can provide
the most suitable response to your request.

Unless asked not to, we may use your contact details to provide information about us, our
services and activities, including events that may be of interest. Personal data collected via
our website will be retained by us for as long as necessary.

Recruitment

When applying for a role with us or for any of our clients, applicants will need to supply
sufficient information for us to be able to evaluate their application. We will usually require that
you provide a short CV which may include your name, contact details, details of your
qualifications, skills, experience, employment history and information about your expectations.
We may ask for other personal data (including special categories of data and criminal records)
during your application or after we’ve made an offer, we will explain why and how it will be
processed when it is requested. We may also collect personal data about you from third
parties, such as references supplied by former employers or conduct background checks. Any
data collected for this purpose it is destroyed within 3 months of receipt.

How we keep data secure

Security is of upmost importance to us. Whilst no data transmission over the internet or any
other network can be guaranteed as 100% secure, we take all reasonable steps to safeguard
the personal data we hold, and we have in place appropriate technical and organisational
security measures in order to protect personally identifiable data and information from loss,
misuse, alteration or destruction. These include detailed policies, procedures and training of
our people relating to data protection, confidentiality and information security. These are
regularly reviewed to ensure they are effective and fit for purpose to prevent any unauthorised
or unlawful disclosure or processing of such information and data and the accidental loss or
destruction of or damage to such information and data.

Transfer to third parties

We only share personal data with others when absolutely necessary for the purposes for which
we hold it and when necessary for our legitimate professional and business needs, for the
purpose of executing your instructions or requests and/or as required or permitted by
applicable legislation, professional standards or any applicable agreement between us, and
where appropriate contractual arrangements and security mechanisms are in place.

We share personal data only for our lawful professional and business necessities which
comprise of:
o suppliers that support us and help provide services to our clients, such as providers of
cloud-based software, IT systems, security, archiving storage, recruitment, marketing
and payment services
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o professional advisors, auditors or insurers, where we are required by law or as
reasonably required in the management of our business

e law enforcement or other government and regulatory agencies or to other third parties,
where we are required by law, the courts or any legal or regulatory authority we are
subject to. We will only provide personal data in these circumstances where permitted
or there is a legal requirement.

Personal data in physical form is only stored at our offices and electronic data is stored on
servers within the European Economic Area (EEA), but may be transfered outside the EEA
only for backup purposes.

How long do we keep personal data?
The personal data you submit to us will only be held for as long as is required for the purposes
for which it was collected and as required by applicable law.

We keep personal data only for as long as necessary and this will reflect the requirements of:
o the activity or service for which it is being processed
e any legal, regulatory or contractual requirements
» the time in which any litigation or investigations might arise from providing a service.

Individuals’ rights

Individuals have certain rights over their personal data that we process as data controllers. If
we process your personal data and you exercise any of your rights, we will aim to respond
promptly and within any required time limit. However, please note that the length of time it will
take us to respond will be dependent on the nature and extent of your request.

You have a right to:
e access — you can ask us for a copy of the personal data that we hold on you

o rectification — if you become aware of any errors or inaccuracies concerning your
personal data, please let us know either by updating your details on the website or
applications you are registered with or contacting us.

« withdraw consent — where we process personal data based on consent, you have a
right to withdraw consent at any time. To stop receiving direct marketing emails from
us, please click on the unsubscribe link in the relevant email. For any other withdrawals
of consent please contact our dpo office.

o erasure/deletion- you can ask us to erase or delete your personal data when we no
longer need it for the purposes it was obtained.

o data portability- you can ask for your personal data to be sent to you or to another
organisation

e review automated decision making — if we make automated decisions about you,
you can ask for those decisions to be reviewed

e restrict or object to our processing - you can ask to restrict or object to our
processing of your personal data (e.g. removal from a marketing subscription list).

If you wish to exercise any of the rights, please send an email to the contact person at our
date protection officer — details are given at the end of this document.

Inaccuracies and Corrections
We would like to keep your personal data accurate and up to date. If you become aware of
any errors or inaccuracies please let us know by contacting us at our registered office.
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Who to contact

If you have any questions about this privacy statement, wish to complain about our use of
personal data or exercise one of your rights, please send your correspondence to our Data
Protection Officer:

Costas loannou

Data Protection Officer

Kestan Ltd

Office 401, 1%t floor, 1 Archbishop Makarios Ill Avenue
Lakatamia

2324 Nicosia

Cyprus

Tel: +357 22 26 25 24

E-mail: ¢99217979@gmail.com
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